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Workday Integration Setup - 
Client Configuration Steps 

Integration System User (ISU)
Most integrations in Workday, especially for SOAP based operations, require an 
Integration System User. This provides a username and password authentication 
method. 

During development, it's not uncommon to allow UI logins, especially when testing 
RaaS reports since improper security configuration could limit the fields, rows, and data 
that appear in the report. 

However, best practice would state that the “Do Not Allow UI Sessions” is enabled for 
ISUs, especially in production.

Use this task to create a new ISU called Course Dog ISU

Create Integration System User

Integration System User (ISU)

Managing Password Expiration

Integration System Security Group (ISSG)

Security Access to Web Service Operations

Domain Security Policies

Business Process Security Policies

Security 
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Managing Password Expiration
Typically, integration system users will be added to the list of users who are exempt 
from the password expiration policy. This can be configured under the System wide 
settings task called “Maintain Password Rules”

Maintain Password Rules
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Integration System Security Group (ISSG)
An ISSG is the definition that serves as the conduit to policies that grant access to 
tasks/reports/operations. The ISU is not given permission directly to a security policy. 
Instead, the ISSG is assigned to the policy, granting access to the user defined in the 
ISSG.

User → Security Group → Domain/BP Policies → Tasks/Reports/Operations

1. Create an ISSG

2. Once OK is clicked from Step 1, you can assign the ISU to the ISSG
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Security Access to Web Service Operations
Security access is granted through two mechanisms in Workday:

1. Domain Security Policies

2. Business Process Security Policies

3. Security by Web Service Operation

Domain Security Policies
Provides access to data for reporting, tasks, and web service operations that aren’t tied 
to a business process (workflow)

Example below shows the domain security policy named “Manage: Course Section”. 
This policy includes web service tasks that require Get and/or Put permissions on the 
policy.

https://www.notion.so/5e81f3a17cde40299665de53f5e61a94#8dbc063f840d4b819ce43214aaa4297e
https://www.notion.so/5e81f3a17cde40299665de53f5e61a94#0af91748d212471f8d6da27ade931951
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Once the domain is identified with the right web service tasks, the security group should 
then be attached to the Integration portion of the domain policy page:

Business Process Security Policies
Provides access configuration to tasks that kick off workflow in Workday. In some cases, 
like with Courses and Published Sections, that will include web service operations.
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Security 
This document captures all of the Web Service Operations we will need permissions for:

Workday Web Service Definitions

Additionally, please ensure that password-based authentication is granted. You may 
need to add our Integration System User to your authentication policy in order to 
exempt it from SSO.

https://coursedog.attachments5.freshdesk.com/data/helpdesk/attachments/production/48315111918/original/Workday%20Web%20Service%20Definitions.pdf?response-content-type=application%2Fpdf&Expires=1698172549&Signature=dxCJsmzsFKgKp5w78~PHs~P1zwD1snCjOCH0D~m0DQ-PWEQrNtFmC4ZJUTZtxoZMCKZF7Vc6nhdp~bhWrBwfytpiBo1ujGhNVRjV1F0oK27bE536GfaYsfxUpep4IUAVewOI5q5STIsMO28U05Lz-4SV-vSSwdiYUzSZtWccX6X0caYlnKe~VYsb7994y~vCezcktp0poWJC74C-U8g94yjSbC6A4IvoLLKJaonh~-gm4AQ4o9fNa5jnjJvaTrRFijVw9RC1vQHteQ5-9XMgFk7NSg8cGrRK3MYYqEt6ThRZAx0LcjzvwEP1~4JVfrHsLoTERMCaS4sZbTnUu5xYgg__&Key-Pair-Id=APKAJ7JARUX3F6RQIXLA

